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ExSaml 
    



      
SAML 2.0 Service Provider (SP) library for Elixir/Phoenix applications.
Provides functions to retrieve active SAML assertions and their attributes
from the current Plug session.

      


      
        Summary


  
    Functions
  


    
      
        get_acs_uri(host \\ "", scope \\ "", idp_id)

      


        Returns the Assertion Consumer Service (ACS) URI for the given IdP.



    


    
      
        get_active_assertion(conn)

      


        Returns authenticated user SAML Assertion.



    


    
      
        get_attribute(assertion, name)

      


        Returns value of the specified attribute name in the given SAML Assertion.



    


    
      
        get_metadata_uri(host \\ "", scope \\ "", idp_id)

      


        Returns the SP metadata URI for the given IdP.



    


    
      
        get_signin_uri(host \\ "", scope \\ "", idp_id)

      


        Returns the sign-in URI for the given IdP.



    


    
      
        get_slo_response_uri(host \\ "", scope \\ "", idp_id)

      


        Returns the SLO response URI for the given IdP.



    


    
      
        get_slo_uri(host \\ "", scope \\ "", idp_id)

      


        Returns the Single Logout (SLO) URI for the given IdP.



    


    
      
        list_identity_providers()

      


        Lists identity providers from the configured accessor function.



    


    
      
        list_service_providers()

      


        Lists service providers from the configured accessor function.
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      get_acs_uri(host \\ "", scope \\ "", idp_id)



        
          
        

    

  


  

Returns the Assertion Consumer Service (ACS) URI for the given IdP.

  



  
    
      
    
    
      get_active_assertion(conn)



        
          
        

    

  


  

      

          @spec get_active_assertion(Plug.Conn.t()) :: nil | ExSaml.Assertion.t()


      


Returns authenticated user SAML Assertion.
The struct includes the attributes sent from IdP as well as any corresponding locally
computed/derived attributes. Returns nil if the current Plug session
is not authenticated.
Parameters
	  conn - Plug connection

Examples
# When there is an authenticated SAML assertion
%Assertion{} = ExSaml.get_active_assertion(conn)

  



  
    
      
    
    
      get_attribute(assertion, name)



        
          
        

    

  


  

      

          @spec get_attribute(nil | ExSaml.Assertion.t(), ExSaml.Assertion.attr_name_t()) ::
  nil | ExSaml.Assertion.attr_value_t()


      


Returns value of the specified attribute name in the given SAML Assertion.
Checks for the attribute in computed map first and attributes map next.
Returns a UTF-8 binary or a list of UTF-8 binaries (in case of multi-valued)
if the given attribute is present. Returns nil if attribute is not present.
Parameters
	  assertion - SAML assertion obtained by calling get_active_assertion/1
	  name: Attribute name

Examples
assertion = ExSaml.get_active_assertion(conn)
# returns a list if the attribute is multi-valued
roles = ExSaml.get_attribute(assertion, "roles")
computed_fullname = ExSaml.get_attribute(assertion, "fullname")

  



    

    

  
    
      
    
    
      get_metadata_uri(host \\ "", scope \\ "", idp_id)



        
          
        

    

  


  

Returns the SP metadata URI for the given IdP.

  



    

    

  
    
      
    
    
      get_signin_uri(host \\ "", scope \\ "", idp_id)



        
          
        

    

  


  

Returns the sign-in URI for the given IdP.

  



    

    

  
    
      
    
    
      get_slo_response_uri(host \\ "", scope \\ "", idp_id)



        
          
        

    

  


  

Returns the SLO response URI for the given IdP.

  



    

    

  
    
      
    
    
      get_slo_uri(host \\ "", scope \\ "", idp_id)



        
          
        

    

  


  

Returns the Single Logout (SLO) URI for the given IdP.

  



  
    
      
    
    
      list_identity_providers()



        
          
        

    

  


  

Lists identity providers from the configured accessor function.
Requires identity_providers_accessor to be set in config:
config :ex_saml,
  identity_providers_accessor: &MyApp.Saml.identity_providers/0

  



  
    
      
    
    
      list_service_providers()



        
          
        

    

  


  

Lists service providers from the configured accessor function.
Requires service_providers_accessor to be set in config:
config :ex_saml,
  service_providers_accessor: &MyApp.Saml.service_providers/0

  


        

      


  

    
ExSaml.Assertion 
    



      
SAML assertion returned from IDP upon successful user authentication.
The assertion attributes returned by the IdP are available in attributes field
as a map. Any computed attributes are available in computed field as map.
The attributes can be accessed directly from attributes or computed maps.
The ExSaml.get_attribute/2 function can be used as well. This function will
first look at the computed attributes. If the request attribute is not present there,
it will check in attributes next.
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    Types
  


    
      
        attr_name_t()

      


    


    
      
        attr_value_t()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        get_from_code(code)
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      attr_name_t()



        
          
        

    

  


  

      

          @type attr_name_t() :: String.t()


      



  



  
    
      
    
    
      attr_value_t()



        
          
        

    

  


  

      

          @type attr_value_t() :: String.t() | [String.t()]


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Assertion{
  attributes: %{required(attr_name_t()) => attr_value_t()},
  authn: map(),
  computed: %{required(attr_name_t()) => attr_value_t()},
  conditions: map(),
  idp_id: String.t(),
  issue_instant: String.t(),
  issuer: String.t(),
  recipient: String.t(),
  subject: ExSaml.Subject.t(),
  version: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get_from_code(code)



        
          
        

    

  


  


  


        

      


  

    
ExSaml.AuthHandler 
    



      
Handles SAML authentication requests (sign-in and sign-out) with the Identity Provider.
Functions
	request_idp/2 - Initiates a full SAML SSO request to a specific IdP
	send_signin_req/1 - Sends a sign-in request using the IdP from conn.private[:ex_saml_idp]
	send_signout_req/1 - Sends a sign-out request for the current session


      


      
        Summary


  
    Functions
  


    
      
        request_idp(conn, idp_id)

      


        Handles the full SAML request to the IdP without requiring an intermediate HTML form.
Can be called directly in a Phoenix controller action.



    


    
      
        send_signin_req(conn)

      


        Sends a SAML sign-in request to the IdP.



    


    
      
        send_signout_req(conn)

      


        Sends a SAML sign-out request to the IdP.



    





      


      
        Functions


        


  
    
      
    
    
      request_idp(conn, idp_id)



        
          
        

    

  


  

Handles the full SAML request to the IdP without requiring an intermediate HTML form.
Can be called directly in a Phoenix controller action.
You do not need to call initiate_sso_req, then send_signin_req: the full processus is
done.

  



  
    
      
    
    
      send_signin_req(conn)



        
          
        

    

  


  

Sends a SAML sign-in request to the IdP.
Expects conn.private[:ex_saml_idp] and conn.private[:ex_saml_target_url] to be set.
If the user already has a valid assertion for this IdP, redirects to the target URL.

  



  
    
      
    
    
      send_signout_req(conn)



        
          
        

    

  


  

Sends a SAML sign-out request to the IdP.
Expects conn.private[:ex_saml_idp] to be set. Requires an active assertion
for the current IdP, otherwise returns 403.

  


        

      


  

    
ExSaml.AuthorizationCodeCache 
    



      
TTL-based authorization code cache.
Stores authorization codes during the SAML authentication flow with a 30-second TTL.
Uses the cache module configured via config :ex_saml, cache: MyApp.Cache.
The take/1 function atomically retrieves and deletes the code,
ensuring single-use consumption.

      


      
        Summary


  
    Functions
  


    
      
        get(key)

      


        Retrieves the authorization code data for the given key.



    


    
      
        put(key, value, opts \\ [])

      


        Stores authorization code data with the default TTL.



    


    
      
        put_new!(key, value, opts \\ [])

      


        Stores only if the key doesn't already exist. Returns :ok or {:error, :already_exists}.



    


    
      
        take(key)

      


        Atomically retrieves and deletes the authorization code (single-use).



    


    
      
        ttl()

      


        Returns the default TTL for authorization codes (30 seconds).



    





      


      
        Functions


        


  
    
      
    
    
      get(key)



        
          
        

    

  


  

Retrieves the authorization code data for the given key.

  



    

  
    
      
    
    
      put(key, value, opts \\ [])



        
          
        

    

  


  

Stores authorization code data with the default TTL.

  



    

  
    
      
    
    
      put_new!(key, value, opts \\ [])



        
          
        

    

  


  

Stores only if the key doesn't already exist. Returns :ok or {:error, :already_exists}.

  



  
    
      
    
    
      take(key)



        
          
        

    

  


  

Atomically retrieves and deletes the authorization code (single-use).

  



  
    
      
    
    
      ttl()



        
          
        

    

  


  

Returns the default TTL for authorization codes (30 seconds).

  


        

      


  

    
ExSaml.BoostrapProvidersLoader 
    



      
GenServer that loads SAML providers after the application and database are ready.
Uses retry logic to handle cases where the database isn't available yet.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        init(opts)

      


        Callback implementation for GenServer.init/1.



    


    
      
        loaded?()

      


    


    
      
        reload()

      


    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for GenServer.init/1.

  



  
    
      
    
    
      loaded?()



        
          
        

    

  


  


  



  
    
      
    
    
      reload()



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

    
ExSaml.Core 
    



      
Pure Elixir SAML 2.0 core library.
Conversion of the Erlang library to Elixir to improve maintainability. Esaml
is an abandoned library.
Provides XML canonicalization (C14N), XML digital signatures (XMLDSig),
SAML protocol encoding/decoding, Service Provider operations,
and HTTP binding support.
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    Functions
  


    
      
        version()
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      version()



        
          
        

    

  


  


  


        

      


  

    
ExSaml.Core.Assertion 
    



      
Represents a SAML Assertion element.
Ported from the Erlang esaml_assertion record.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.Assertion{
  attributes: keyword(),
  authn: keyword(),
  conditions: keyword(),
  issue_instant: String.t(),
  issuer: String.t(),
  recipient: String.t(),
  subject: ExSaml.Core.Subject.t(),
  version: String.t()
}


      



  


        

      


  

    
ExSaml.Core.AuthnRequest 
    



      
Represents a SAML AuthnRequest message.
Ported from the Erlang esaml_authnreq record.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.AuthnRequest{
  consumer_location: String.t(),
  destination: String.t(),
  issue_instant: String.t(),
  issuer: String.t(),
  name_format: String.t() | nil,
  version: String.t()
}


      



  


        

      


  

    
ExSaml.Core.Binding 
    



      
SAML HTTP binding handlers.
Pure Elixir port of the Erlang esaml_binding module.
Provides encoding/decoding of SAML messages for HTTP-Redirect and HTTP-POST bindings.
Binding direction in the Web Browser SSO profile
A SAML Web Browser SSO flow is asymmetric: the binding used to send the
AuthnRequest (SP → IdP) is independent of the binding used to deliver the
Response (IdP → SP).
	Step	Direction	Binding	Endpoint read from
	1. AuthnRequest	SP → IdP	HTTP-Redirect or HTTP-POST	IdP metadata — <md:SingleSignOnService>
	2. Response + Assertion	IdP → SP	HTTP-POST (or Artifact / PAOS)	SP metadata — <md:AssertionConsumerService>

What is commonly referred to as the "HTTP-Redirect binding flow" only
concerns step 1 — it is how the SP transports the AuthnRequest (DEFLATE
compressed, base64-encoded, placed in an URL query string, triggered via a
302 Location:). In ex_saml this is controlled per IdP by the
use_redirect_for_req option.
Step 2 is always HTTP-POST in practice, regardless of how the request
was sent. SAML Responses embed a signed (and often encrypted) Assertion
that easily reaches several KB, which cannot fit in a URL. The SAML
specification forbids HTTP-Redirect for the AssertionConsumerService
endpoint (SAML 2.0 Bindings §3.4.3, Profiles §4.1.3.5) for this reason.
Consequently, SP metadata generated by ex_saml advertises an
AssertionConsumerService using HTTP-POST only — even when the provider is
configured with use_redirect_for_req: true.

      


      
        Summary


  
    Types
  


    
      
        html_doc()

      


    


    
      
        uri()

      


    


    
      
        xml()

      


    





  
    Functions
  


    
      
        decode_response(arg1, saml_response)

      


        Unpack and parse a SAMLResponse with the given encoding.



    


    
      
        encode_http_post(idp_target, signed_xml, relay_state)

      


        Encode a SAMLRequest (or SAMLResponse) as an HTTP-POST binding.



    


    
      
        encode_http_post(idp_target, signed_xml, relay_state, nonce)

      


        Encode a SAMLRequest (or SAMLResponse) as an HTTP-POST binding with an
optional nonce for the inline script tag.



    


    
      
        encode_http_redirect(idp_target, signed_xml, username, relay_state)

      


        Encode a SAMLRequest (or SAMLResponse) as an HTTP-Redirect binding.



    


    
      
        xmlDocument(args \\ [])

      


    


    
      
        xmlDocument(record, args)

      


    


    
      
        xmlElement(args \\ [])

      


    


    
      
        xmlElement(record, args)
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      html_doc()



        
          
        

    

  


  

      

          @type html_doc() :: binary()


      



  



  
    
      
    
    
      uri()



        
          
        

    

  


  

      

          @type uri() :: binary() | String.t()


      



  



  
    
      
    
    
      xml()



        
          
        

    

  


  

      

          @type xml() ::
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}
  | {:xmlDocument, content :: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_response(arg1, saml_response)



        
          
        

    

  


  

      

          @spec decode_response(binary(), binary()) :: xml()


      


Unpack and parse a SAMLResponse with the given encoding.
When the encoding is the DEFLATE URI, the response is base64-decoded then
zlib-unzipped. For any other encoding the response is base64-decoded and an
unzip is attempted, falling back to the raw decoded data if decompression
fails. The resulting XML string is then parsed with :xmerl_scan.

  



  
    
      
    
    
      encode_http_post(idp_target, signed_xml, relay_state)



        
          
        

    

  


  

      

          @spec encode_http_post(
  idp_target :: uri(),
  signed_xml :: xml(),
  relay_state :: binary()
) :: html_doc()


      


Encode a SAMLRequest (or SAMLResponse) as an HTTP-POST binding.
Returns an HTML document containing a form and JavaScript to auto-submit it.

  



  
    
      
    
    
      encode_http_post(idp_target, signed_xml, relay_state, nonce)



        
          
        

    

  


  

      

          @spec encode_http_post(
  idp_target :: uri(),
  signed_xml :: xml(),
  relay_state :: binary(),
  nonce :: binary()
) :: html_doc()


      


Encode a SAMLRequest (or SAMLResponse) as an HTTP-POST binding with an
optional nonce for the inline script tag.
Returns an HTML document containing a form and JavaScript to auto-submit it.

  



  
    
      
    
    
      encode_http_redirect(idp_target, signed_xml, username, relay_state)



        
          
        

    

  


  

      

          @spec encode_http_redirect(
  idp_target :: uri(),
  signed_xml :: xml(),
  username :: nil | binary(),
  relay_state :: binary()
) :: binary()


      


Encode a SAMLRequest (or SAMLResponse) as an HTTP-Redirect binding.
Returns the full redirect URI including query parameters for SAMLEncoding,
the payload (as SAMLRequest or SAMLResponse depending on the XML root
element), RelayState, and an optional username.

  



    

  
    
      
    
    
      xmlDocument(args \\ [])
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      xmlDocument(record, args)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      xmlElement(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      xmlElement(record, args)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
ExSaml.Core.Contact 
    



      
Represents a SAML ContactPerson element.
Ported from the Erlang esaml_contact record.
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          @type t() :: %ExSaml.Core.Contact{email: String.t(), name: String.t()}


      



  


        

      


  

    
ExSaml.Core.IdpMetadata 
    



      
Represents SAML Identity Provider metadata.
Ported from the Erlang esaml_idp_metadata record.
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.IdpMetadata{
  certificate: binary() | nil,
  entity_id: String.t(),
  login_location: String.t(),
  logout_location: String.t() | nil,
  name_format: atom(),
  org: ExSaml.Core.Org.t(),
  signed_requests: boolean(),
  tech: ExSaml.Core.Contact.t()
}


      



  


        

      


  

    
ExSaml.Core.LogoutRequest 
    



      
Represents a SAML LogoutRequest message.
Ported from the Erlang esaml_logoutreq record.
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        t()
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.LogoutRequest{
  destination: String.t(),
  issue_instant: String.t(),
  issuer: String.t(),
  name: String.t(),
  name_format: String.t() | nil,
  name_qualifier: String.t() | nil,
  reason: :user | :admin | :unknown,
  session_index: String.t(),
  sp_name_qualifier: String.t() | nil,
  version: String.t()
}


      



  


        

      


  

    
ExSaml.Core.LogoutResponse 
    



      
Represents a SAML LogoutResponse message.
Ported from the Erlang esaml_logoutresp record.
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          @type t() :: %ExSaml.Core.LogoutResponse{
  destination: String.t(),
  issue_instant: String.t(),
  issuer: String.t(),
  status: atom(),
  version: String.t()
}


      



  


        

      


  

    
ExSaml.Core.Org 
    



      
Represents a SAML Organization element.
Ported from the Erlang esaml_org record.
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          @type t() :: %ExSaml.Core.Org{
  displayname: String.t() | [{atom(), String.t()}],
  name: String.t() | [{atom(), String.t()}],
  url: String.t() | [{atom(), String.t()}]
}


      



  


        

      


  

    
ExSaml.Core.Response 
    



      
Represents a SAML Response message.
Ported from the Erlang esaml_response record.
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      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.Response{
  assertion: ExSaml.Core.Assertion.t(),
  destination: String.t(),
  issue_instant: String.t(),
  issuer: String.t(),
  status: atom(),
  version: String.t()
}


      



  


        

      


  

    
ExSaml.Core.Saml 
    



      
Core SAML protocol module for encoding and decoding SAML messages.
Ported from the Erlang esaml module. Provides functions for:
	Decoding SAML responses, assertions, logout requests/responses, and IdP metadata
	Validating assertions
	Converting SAML structs to XML


      


      
        Summary


  
    Functions
  


    
      
        decode_assertion(xml)

      


        Decodes a SAML Assertion XML element into an ExSaml.Core.Assertion struct.



    


    
      
        decode_idp_metadata(xml)

      


        Decodes an IdP metadata XML element into an ExSaml.Core.IdpMetadata struct.



    


    
      
        decode_logout_request(xml)

      


        Decodes a SAML LogoutRequest XML element into an ExSaml.Core.LogoutRequest struct.



    


    
      
        decode_logout_response(xml)

      


        Decodes a SAML LogoutResponse XML element into an ExSaml.Core.LogoutResponse struct.



    


    
      
        decode_response(xml)

      


        Decodes a SAML Response XML element into an ExSaml.Core.Response struct.



    


    
      
        lang_elems(base_tag, vals)

      


        Produces cloned XML elements with xml:lang set for multi-locale strings.



    


    
      
        stale_time(a)

      


        Returns the gregorian seconds at which an assertion is considered stale.



    


    
      
        to_xml(arg1)

      


        Converts a SAML struct to an xmerl XML element.



    


    
      
        validate_assertion(assertion_xml, recipient, audience)

      


        Validates a SAML assertion XML element.



    


    
      
        xmlAttribute(args \\ [])

      


    


    
      
        xmlAttribute(record, args)
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        xmlElement(record, args)
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        xmlText(args \\ [])
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      decode_assertion(xml)



        
          
        

    

  


  

      

          @spec decode_assertion(tuple()) :: {:ok, ExSaml.Core.Assertion.t()} | {:error, term()}


      


Decodes a SAML Assertion XML element into an ExSaml.Core.Assertion struct.

  



  
    
      
    
    
      decode_idp_metadata(xml)



        
          
        

    

  


  

      

          @spec decode_idp_metadata(tuple()) ::
  {:ok, ExSaml.Core.IdpMetadata.t()} | {:error, term()}


      


Decodes an IdP metadata XML element into an ExSaml.Core.IdpMetadata struct.
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          @spec decode_logout_request(tuple()) ::
  {:ok, ExSaml.Core.LogoutRequest.t()} | {:error, term()}


      


Decodes a SAML LogoutRequest XML element into an ExSaml.Core.LogoutRequest struct.

  



  
    
      
    
    
      decode_logout_response(xml)



        
          
        

    

  


  

      

          @spec decode_logout_response(tuple()) ::
  {:ok, ExSaml.Core.LogoutResponse.t()} | {:error, term()}


      


Decodes a SAML LogoutResponse XML element into an ExSaml.Core.LogoutResponse struct.

  



  
    
      
    
    
      decode_response(xml)



        
          
        

    

  


  

      

          @spec decode_response(tuple()) :: {:ok, ExSaml.Core.Response.t()} | {:error, term()}


      


Decodes a SAML Response XML element into an ExSaml.Core.Response struct.

  



  
    
      
    
    
      lang_elems(base_tag, vals)



        
          
        

    

  


  

      

          @spec lang_elems(tuple(), String.t() | [{atom(), String.t()}]) :: [tuple()]


      


Produces cloned XML elements with xml:lang set for multi-locale strings.
If vals is a keyword list of {locale, string} pairs, generates one element
per locale. Otherwise generates a single element with xml:lang="en".

  



  
    
      
    
    
      stale_time(a)



        
          
        

    

  


  

      

          @spec stale_time(ExSaml.Core.Assertion.t()) :: integer()


      


Returns the gregorian seconds at which an assertion is considered stale.
Examines the Subject's NotOnOrAfter, the Conditions NotOnOrAfter,
and falls back to issue_instant + 5 minutes.

  



  
    
      
    
    
      to_xml(arg1)



        
          
        

    

  


  

      

          @spec to_xml(struct()) :: tuple()


      


Converts a SAML struct to an xmerl XML element.
Supports AuthnRequest, LogoutRequest, LogoutResponse, and SpMetadata.

  



  
    
      
    
    
      validate_assertion(assertion_xml, recipient, audience)



        
          
        

    

  


  

      

          @spec validate_assertion(tuple(), String.t(), String.t()) ::
  {:ok, ExSaml.Core.Assertion.t()} | {:error, term()}


      


Validates a SAML assertion XML element.
Decodes the assertion and validates:
	Version is "2.0"
	Recipient matches the expected value
	Audience matches (if present in conditions)
	Assertion is not stale
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        (macro)
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ExSaml.Core.Sp 
    



      
SAML Service Provider (SP) operations.
Pure Elixir port of the Erlang esaml_sp module. Provides functions for
generating and validating SAML AuthnRequests, LogoutRequests, LogoutResponses,
Assertions, and SP metadata.

      


      
        Summary


  
    Types
  


    
      
        dupe_fun()

      


    


    
      
        xml()

      


    





  
    Functions
  


    
      
        generate_authn_request(idp_url, sp)

      


        Generates an AuthnRequest XML element.



    


    
      
        generate_authn_request(idp_url, sp, format)

      


        Generates an AuthnRequest XML element with an optional NameID format.



    


    
      
        generate_logout_request(idp_url, name_id, sp)

      


        Generates a LogoutRequest XML element.



    


    
      
        generate_logout_request(idp_url, session_index, subject, sp)

      


        Generates a LogoutRequest XML element with a session index and Subject.



    


    
      
        generate_logout_response(idp_url, status, sp)

      


        Generates a LogoutResponse XML element.



    


    
      
        generate_metadata(sp)

      


        Generates SP metadata as an XML element.



    


    
      
        setup(sp)

      


        Initializes and validates an SP configuration.



    


    
      
        validate_assertion(xml, sp)

      


        Validates and decodes a SAML Response XML element.



    


    
      
        validate_assertion(xml, duplicate_fun, sp)

      


        Validates and decodes a SAML Response XML element.



    


    
      
        validate_logout_request(xml, sp)

      


        Validates and decodes a LogoutRequest XML element.



    


    
      
        validate_logout_response(xml, sp)

      


        Validates and decodes a LogoutResponse XML element.



    


    
      
        xmlAttribute(args \\ [])

      


    


    
      
        xmlAttribute(record, args)

      


    


    
      
        xmlElement(args \\ [])

      


    


    
      
        xmlElement(record, args)

      


    


    
      
        xmlNamespace(args \\ [])

      


    


    
      
        xmlNamespace(record, args)

      


    


    
      
        xmlText(args \\ [])

      


    


    
      
        xmlText(record, args)

      


    





      


      
        Types


        


  
    
      
    
    
      dupe_fun()



        
          
        

    

  


  

      

          @type dupe_fun() :: (ExSaml.Core.Assertion.t(), binary() -> :ok | term())


      



  



  
    
      
    
    
      xml()



        
          
        

    

  


  

      

          @type xml() ::
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      generate_authn_request(idp_url, sp)



        
          
        

    

  


  

      

          @spec generate_authn_request(String.t(), ExSaml.Core.SpConfig.t()) :: xml()


      


Generates an AuthnRequest XML element.
Delegates to generate_authn_request/3 with nil name ID format.

  



  
    
      
    
    
      generate_authn_request(idp_url, sp, format)



        
          
        

    

  


  

      

          @spec generate_authn_request(String.t(), ExSaml.Core.SpConfig.t(), String.t() | nil) ::
  xml()


      


Generates an AuthnRequest XML element with an optional NameID format.
Returns a signed XML element when SP signing is enabled, otherwise an
unsigned element with a generated ID attribute.

  



  
    
      
    
    
      generate_logout_request(idp_url, name_id, sp)



        
          
        

    

  


  

      

          @spec generate_logout_request(String.t(), String.t(), ExSaml.Core.SpConfig.t()) ::
  xml()


      


Generates a LogoutRequest XML element.
Delegates to generate_logout_request/4 with an empty session index and
a Subject built from the given name ID string.

  



  
    
      
    
    
      generate_logout_request(idp_url, session_index, subject, sp)



        
          
        

    

  


  

      

          @spec generate_logout_request(
  String.t(),
  String.t(),
  ExSaml.Core.Subject.t(),
  ExSaml.Core.SpConfig.t()
) ::
  xml()


      


Generates a LogoutRequest XML element with a session index and Subject.

  



  
    
      
    
    
      generate_logout_response(idp_url, status, sp)



        
          
        

    

  


  

      

          @spec generate_logout_response(String.t(), atom(), ExSaml.Core.SpConfig.t()) :: xml()


      


Generates a LogoutResponse XML element.

  



  
    
      
    
    
      generate_metadata(sp)



        
          
        

    

  


  

      

          @spec generate_metadata(ExSaml.Core.SpConfig.t()) :: xml()


      


Generates SP metadata as an XML element.

  



  
    
      
    
    
      setup(sp)



        
          
        

    

  


  

      

          @spec setup(ExSaml.Core.SpConfig.t()) :: ExSaml.Core.SpConfig.t()


      


Initializes and validates an SP configuration.
Validates that metadata_uri and consume_uri are set. Converts trusted
fingerprints to normalised binaries. Enables request and metadata signing
when both key and certificate are present.
Raises on invalid configuration.

  



  
    
      
    
    
      validate_assertion(xml, sp)



        
          
        

    

  


  

      

          @spec validate_assertion(xml(), ExSaml.Core.SpConfig.t()) ::
  {:ok, ExSaml.Core.Assertion.t()} | {:error, term()}


      


Validates and decodes a SAML Response XML element.
Uses a no-op duplicate detection function.

  



  
    
      
    
    
      validate_assertion(xml, duplicate_fun, sp)



        
          
        

    

  


  

      

          @spec validate_assertion(xml(), dupe_fun(), ExSaml.Core.SpConfig.t()) ::
  {:ok, ExSaml.Core.Assertion.t()} | {:error, term()}


      


Validates and decodes a SAML Response XML element.
The duplicate_fun callback receives the decoded assertion and the XML
digest, and should return :ok or an error term to reject duplicates.

  



  
    
      
    
    
      validate_logout_request(xml, sp)



        
          
        

    

  


  

      

          @spec validate_logout_request(xml(), ExSaml.Core.SpConfig.t()) ::
  {:ok, ExSaml.Core.LogoutRequest.t()} | {:error, term()}


      


Validates and decodes a LogoutRequest XML element.

  



  
    
      
    
    
      validate_logout_response(xml, sp)



        
          
        

    

  


  

      

          @spec validate_logout_response(xml(), ExSaml.Core.SpConfig.t()) ::
  {:ok, ExSaml.Core.LogoutResponse.t()} | {:error, term()}


      


Validates and decodes a LogoutResponse XML element.
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ExSaml.Core.SpConfig 
    



      
Represents a SAML Service Provider configuration.
Ported from the Erlang esaml_sp record. Holds all configuration
needed for SP operations including keys, certificates, and signing options.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.SpConfig{
  cert_chain: [binary()],
  certificate: binary() | nil,
  consume_uri: String.t(),
  encrypt_mandatory: boolean(),
  entity_id: String.t() | nil,
  idp_signs_assertions: boolean(),
  idp_signs_envelopes: boolean(),
  idp_signs_logout_requests: boolean(),
  key: term() | nil,
  logout_uri: String.t() | nil,
  metadata_uri: String.t(),
  org: ExSaml.Core.Org.t(),
  sp_sign_metadata: boolean(),
  sp_sign_requests: boolean(),
  tech: ExSaml.Core.Contact.t(),
  trusted_fingerprints: [String.t() | binary()]
}


      



  


        

      


  

    
ExSaml.Core.SpMetadata 
    



      
Represents SAML Service Provider metadata.
Ported from the Erlang esaml_sp_metadata record.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.SpMetadata{
  cert_chain: [binary()],
  certificate: binary() | nil,
  consumer_location: String.t(),
  entity_id: String.t(),
  logout_location: String.t() | nil,
  org: ExSaml.Core.Org.t(),
  signed_assertions: boolean(),
  signed_requests: boolean(),
  tech: ExSaml.Core.Contact.t()
}


      



  


        

      


  

    
ExSaml.Core.Subject 
    



      
Represents a SAML Subject element within an Assertion.
Ported from the Erlang esaml_subject record.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Core.Subject{
  confirmation_method: :bearer | :unknown,
  in_response_to: String.t(),
  name: String.t(),
  name_format: String.t() | nil,
  name_qualifier: String.t() | nil,
  notonorafter: String.t(),
  sp_name_qualifier: String.t() | nil
}


      



  


        

      


  

    
ExSaml.Core.Util 
    



      
Utility functions for SAML processing.
Pure Elixir port of the Erlang esaml_util module. Provides helpers for
datetime conversion, unique ID generation, fingerprint handling, xmerl
namespace processing, key/certificate loading, metadata fetching, and
duplicate-assertion checking.
Note: the original Erlang helpers thread/2, threaduntil/2, and
folduntil/3 are intentionally not ported — use Elixir's with, pipes,
and Enum.reduce_while/3 instead.

      


      
        Summary


  
    Functions
  


    
      
        build_nsinfo(nsp, rec)

      


        Recursively adds namespace info (nsinfo field) to xmerl element and
attribute records.



    


    
      
        check_dupe_ets(digest, ttl)

      


        Checks whether the given assertion digest has been seen before.



    


    
      
        convert_fingerprints(fps)

      


        Converts a list of fingerprints in various formats into normalised binaries.



    


    
      
        datetime_to_saml(arg)

      


        Converts an Erlang datetime tuple to a SAML 2.0 UTC timestamp string.



    


    
      
        import_certificate(identifier, pem)

      


        Imports a single X.509 certificate from a PEM-encoded binary string.



    


    
      
        import_certificate_chain(identifier, pem)

      


        Imports a certificate chain from a PEM-encoded binary string.



    


    
      
        import_private_key(identifier, pem)

      


        Imports an RSA private key from a PEM-encoded binary string.



    


    
      
        load_certificate(path)

      


        Loads a single X.509 certificate from the given file path.



    


    
      
        load_certificate_chain(path)

      


        Loads a certificate chain from the given file path.



    


    
      
        load_metadata(url)

      


        Fetches IdP metadata XML from the given URL via :httpc.



    


    
      
        load_metadata(url, fingerprints)

      


        Fetches IdP metadata XML from the given URL and verifies its XML signature
using the provided fingerprints.



    


    
      
        load_private_key(path)

      


        Loads an RSA private key from the given file path.



    


    
      
        saml_to_datetime(str)

      


        Parses a SAML 2.0 UTC timestamp string into an Erlang datetime tuple.



    


    
      
        start_ets()

      


        No-op kept for backwards compatibility.



    


    
      
        unique_id()

      


        Generates a unique SAML ID string (hex-encoded, prefixed with underscore).



    


    
      
        xmlAttribute(args \\ [])

      


    


    
      
        xmlAttribute(record, args)

      


    


    
      
        xmlComment(args \\ [])

      


    


    
      
        xmlComment(record, args)

      


    


    
      
        xmlDocument(args \\ [])

      


    


    
      
        xmlDocument(record, args)

      


    


    
      
        xmlElement(args \\ [])

      


    


    
      
        xmlElement(record, args)

      


    


    
      
        xmlNamespace(args \\ [])

      


    


    
      
        xmlNamespace(record, args)

      


    


    
      
        xmlPI(args \\ [])

      


    


    
      
        xmlPI(record, args)

      


    


    
      
        xmlText(args \\ [])

      


    


    
      
        xmlText(record, args)

      


    





      


      
        Functions


        


  
    
      
    
    
      build_nsinfo(nsp, rec)



        
          
        

    

  


  

      

          @spec build_nsinfo({:xmlNamespace, default :: term(), nodes :: term()}, term()) ::
  term()


      


Recursively adds namespace info (nsinfo field) to xmerl element and
attribute records.
Takes an xmlNamespace record and an xmerl node. For xmlElement and
xmlAttribute records whose names contain a colon (i.e. namespace-prefixed),
the nsinfo field is set to {prefix, local_name}.

  



  
    
      
    
    
      check_dupe_ets(digest, ttl)



        
          
        

    

  


  

      

          @spec check_dupe_ets(binary(), integer()) :: boolean()


      


Checks whether the given assertion digest has been seen before.
If digest is new, it is inserted into the :ex_saml_core_assertion_seen
ETS table and false is returned. If it already exists, returns true.
This is a simplified local-only version — the original Erlang implementation
used rpc:multicall across all nodes.

  



  
    
      
    
    
      convert_fingerprints(fps)



        
          
        

    

  


  

      

          @spec convert_fingerprints([binary() | charlist()]) :: [binary() | {atom(), binary()}]


      


Converts a list of fingerprints in various formats into normalised binaries.
Accepted input formats per element:
	Hex colon-separated string: "AA:BB:CC:DD:..."
	Typed (with digest prefix): "SHA256:base64data" or "SHA:base64data"
	Raw binary (already decoded)

Returns a list of binary() or {atom(), binary()} tuples.

  



  
    
      
    
    
      datetime_to_saml(arg)



        
          
        

    

  


  

      

          @spec datetime_to_saml(:calendar.datetime()) :: String.t()


      


Converts an Erlang datetime tuple to a SAML 2.0 UTC timestamp string.
Examples
iex> ExSaml.Core.Util.datetime_to_saml({{2013, 5, 2}, {17, 26, 53}})
"2013-05-02T17:26:53Z"

  



  
    
      
    
    
      import_certificate(identifier, pem)



        
          
        

    

  


  

      

          @spec import_certificate(term(), binary()) :: {:ok, binary()} | {:error, term()}


      


Imports a single X.509 certificate from a PEM-encoded binary string.
Returns the DER-encoded certificate binary.

  



  
    
      
    
    
      import_certificate_chain(identifier, pem)



        
          
        

    

  


  

      

          @spec import_certificate_chain(term(), binary()) ::
  {:ok, [binary()]} | {:error, term()}


      


Imports a certificate chain from a PEM-encoded binary string.
Returns a list of DER-encoded certificate binaries. Results are cached in
the :ex_saml_core_certbin_cache ETS table under the given identifier.

  



  
    
      
    
    
      import_private_key(identifier, pem)



        
          
        

    

  


  

      

          @spec import_private_key(term(), binary()) :: {:ok, term()} | {:error, term()}


      


Imports an RSA private key from a PEM-encoded binary string.
The key is cached in the :ex_saml_core_privkey_cache ETS table under
the given identifier.

  



  
    
      
    
    
      load_certificate(path)



        
          
        

    

  


  

      

          @spec load_certificate(String.t()) :: {:ok, binary()} | {:error, term()}


      


Loads a single X.509 certificate from the given file path.
Returns the DER-encoded certificate binary.

  



  
    
      
    
    
      load_certificate_chain(path)



        
          
        

    

  


  

      

          @spec load_certificate_chain(String.t()) :: {:ok, [binary()]} | {:error, term()}


      


Loads a certificate chain from the given file path.
Returns a list of DER-encoded certificate binaries. Results are cached in
the :ex_saml_core_certbin_cache ETS table.

  



  
    
      
    
    
      load_metadata(url)



        
          
        

    

  


  

      

          @spec load_metadata(String.t() | charlist()) :: {:ok, binary()} | {:error, term()}


      


Fetches IdP metadata XML from the given URL via :httpc.
The raw XML binary is cached in the :ex_saml_core_idp_meta_cache ETS table.
Returns {:ok, xml_binary} or {:error, reason}.

  



  
    
      
    
    
      load_metadata(url, fingerprints)



        
          
        

    

  


  

      

          @spec load_metadata(String.t() | charlist(), [binary() | {atom(), binary()}]) ::
  {:ok, binary()} | {:error, term()}


      


Fetches IdP metadata XML from the given URL and verifies its XML signature
using the provided fingerprints.
This is a structural port — signature verification will be refined later.
Returns {:ok, xml_binary} or {:error, reason}.

  



  
    
      
    
    
      load_private_key(path)



        
          
        

    

  


  

      

          @spec load_private_key(String.t()) :: {:ok, term()} | {:error, term()}


      


Loads an RSA private key from the given file path.
The key is cached in the :ex_saml_core_privkey_cache ETS table.
Returns {:ok, rsa_private_key} or {:error, reason}.

  



  
    
      
    
    
      saml_to_datetime(str)



        
          
        

    

  


  

      

          @spec saml_to_datetime(binary() | charlist()) :: :calendar.datetime()


      


Parses a SAML 2.0 UTC timestamp string into an Erlang datetime tuple.
Accepts both binary strings and charlists.
Examples
iex> ExSaml.Core.Util.saml_to_datetime("2013-05-02T17:26:53Z")
{{2013, 5, 2}, {17, 26, 53}}

  



  
    
      
    
    
      start_ets()



        
          
        

    

  


  

      

          @spec start_ets() :: :ok


      


No-op kept for backwards compatibility.
ETS tables are managed by an internal supervisor. This function verifies
that the expected tables exist and returns :ok.

  



  
    
      
    
    
      unique_id()



        
          
        

    

  


  

      

          @spec unique_id() :: String.t()


      


Generates a unique SAML ID string (hex-encoded, prefixed with underscore).
Uses :crypto.strong_rand_bytes/1 for cryptographic randomness.
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ExSaml.Core.Xml.C14n 
    



      
XML Canonicalization (C14N) for xmerl data structures.
Implements the W3C Exclusive XML Canonicalization specification:
http://www.w3.org/TR/xml-c14n
Operates on xmerl records (xmlElement, xmlAttribute, etc.).

      


      
        Summary


  
    Types
  


    
      
        xml_thing()

      


    





  
    Functions
  


    
      
        c14n(elem)

      


        Puts an XML document or element into canonical form, as a string.



    


    
      
        c14n(elem, comments)

      


        Puts an XML document or element into canonical form, as a string.



    


    
      
        c14n(elem, comments, inclusive_ns)

      


        Puts an XML document or element into canonical form, as a string.



    


    
      
        canon_name(rec)

      


        Returns the canonical namespace-URI-prefix-resolved version of an XML name.



    


    
      
        xml_safe_string(term)

      


        Make XML content safe (non-quoted context).



    


    
      
        xml_safe_string(atom, quotes)

      


        Make XML content safe. If quotes is true, also escapes double quotes.
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          @type xml_thing() ::
  {:xmlDocument, content :: term()}
  | {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
     namespace :: term(), parents :: term(), pos :: term(),
     attributes :: term(), content :: term(), language :: term(),
     xmlbase :: term(), elementdef :: term()}
  | {:xmlAttribute, name :: term(), expanded_name :: term(), nsinfo :: term(),
     namespace :: term(), parents :: term(), pos :: term(), language :: term(),
     value :: term(), normalized :: term()}
  | {:xmlPI, name :: term(), parents :: term(), pos :: term(), value :: term()}
  | {:xmlText, parents :: term(), pos :: term(), language :: term(),
     value :: term(), type :: term()}
  | {:xmlComment, parents :: term(), pos :: term(), language :: term(),
     value :: term()}
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      c14n(elem)



        
          
        

    

  


  

      

          @spec c14n(xml_thing()) :: String.t()


      


Puts an XML document or element into canonical form, as a string.

  



  
    
      
    
    
      c14n(elem, comments)



        
          
        

    

  


  

      

          @spec c14n(xml_thing(), boolean()) :: String.t()


      


Puts an XML document or element into canonical form, as a string.
If comments is true, preserves comments in the output.

  



  
    
      
    
    
      c14n(elem, comments, inclusive_ns)



        
          
        

    

  


  

      

          @spec c14n(xml_thing(), boolean(), [String.t()]) :: String.t()


      


Puts an XML document or element into canonical form, as a string.
If comments is true, preserves comments in the output. Any namespace
prefixes listed in inclusive_ns will be left as they are and not
modified during canonicalization.
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          @spec canon_name(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}
  | {:xmlAttribute, name :: term(), expanded_name :: term(), nsinfo :: term(),
     namespace :: term(), parents :: term(), pos :: term(), language :: term(),
     value :: term(), normalized :: term()}
) :: String.t()


      


Returns the canonical namespace-URI-prefix-resolved version of an XML name.
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          @spec xml_safe_string(term()) :: charlist()


      


Make XML content safe (non-quoted context).

  



  
    
      
    
    
      xml_safe_string(atom, quotes)



        
          
        

    

  


  

      

          @spec xml_safe_string(term(), boolean()) :: charlist()


      


Make XML content safe. If quotes is true, also escapes double quotes.
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ExSaml.Core.Xml.Dsig 
    



      
XML Digital Signatures (XMLDSig) generation and verification.
Implements enveloped XML digital signature generation and verification
as specified at http://www.w3.org/TR/xmldsig-core/
Currently supports RSA + SHA1|SHA256 signatures.

      


      
        Summary
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        certificate(record, args)

      


    


    
      
        digest(element)

      


        Returns the canonical digest of an (optionally signed) element.



    


    
      
        digest(element, hash_function)

      


    


    
      
        sign(element_in, private_key, cert_bin)

      


        Signs the given XML element by creating a ds:Signature element within it.



    


    
      
        sign(element_in, private_key, cert_bin, sig_method)
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        Returns an element without any ds:Signature elements inside it.
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        Verifies an XML digital signature, trusting any valid certificate.



    


    
      
        verify(element, fingerprints)

      


        Verifies an XML digital signature on the given element.
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          @type fingerprint() :: binary() | {:sha | :sha256, binary()}
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          @type sig_method() :: :rsa_sha1 | :rsa_sha256


      



  



  
    
      
    
    
      xml()



        
          
        

    

  


  

      

          @type xml() ::
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}
  | {:xmlDocument, content :: term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      certificate(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      certificate(record, args)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      digest(element)



        
          
        

    

  


  

      

          @spec digest(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}
) :: binary()


      


Returns the canonical digest of an (optionally signed) element.

  



  
    
      
    
    
      digest(element, hash_function)



        
          
        

    

  


  

      

          @spec digest(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()},
  :sha | :sha256
) :: binary()


      



  



  
    
      
    
    
      sign(element_in, private_key, cert_bin)



        
          
        

    

  


  

      

          @spec sign(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()},
  tuple(),
  binary()
) ::
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}


      


Signs the given XML element by creating a ds:Signature element within it.
Returns the element with the signature added. Default algorithm is RSA-SHA256.

  



  
    
      
    
    
      sign(element_in, private_key, cert_bin, sig_method)



        
          
        

    

  


  

      

          @spec sign(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()},
  tuple(),
  binary(),
  sig_method() | String.t()
) ::
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}


      



  



  
    
      
    
    
      strip(rec)



        
          
        

    

  


  

      

          @spec strip(xml()) :: xml()


      


Returns an element without any ds:Signature elements inside it.

  



    

  
    
      
    
    
      subject_public_key_info(args \\ [])


        (macro)
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      verify(element)



        
          
        

    

  


  

      

          @spec verify(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()}
) :: :ok | {:error, :bad_digest | :bad_signature | :cert_not_accepted}


      


Verifies an XML digital signature, trusting any valid certificate.

  



  
    
      
    
    
      verify(element, fingerprints)



        
          
        

    

  


  

      

          @spec verify(
  {:xmlElement, name :: term(), expanded_name :: term(), nsinfo :: term(),
   namespace :: term(), parents :: term(), pos :: term(), attributes :: term(),
   content :: term(), language :: term(), xmlbase :: term(),
   elementdef :: term()},
  [fingerprint()] | :any
) ::
  :ok
  | {:error,
     :bad_digest
     | :bad_signature
     | :cert_not_accepted
     | :no_signature
     | :multiple_signatures
     | :insecure_algorithm
     | :unsupported_algorithm}


      


Verifies an XML digital signature on the given element.
fingerprints is a list of valid cert fingerprints that can be accepted,
or :any to accept any valid certificate.
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ExSaml.ErrorMessages 
    



      
Error messages
Provide explanation for an error from its error code
Example
iex(2)> ExSaml.ErrorMessages.get(:bad_audience)
"Make sure that the entity_id in configuration is correct"

iex(3)> ExSaml.ErrorMessages.get(:cert_no_accepted)
"Make sure the Identity Provider metadata XML file you are
using in the config setting is correct and corresponds to the
IdP you are attempting to talk to, you get this error if the
certificate used by the IdP to sign the SAML responses has
changed and you don't have the updated IdP metadata XML file"

      




  

    
ExSaml.Metadata 
    



      
Public entry point for validating SAML 2.0 metadata documents.
validate/2 parses an XML document (raw binary) and returns a structured
report of structural / spec-conformance violations. It is intended to be
called at system boundaries — for example, before persisting IdP metadata
uploaded through an administration form, or before publishing SP metadata
to a partner.
This module currently implements spec-conformance rules only — every
finding is an :error. Best-practice rules (warnings, strict mode,
certificate linting) are added in subsequent releases.
Example
iex> ExSaml.Metadata.validate(xml)
{:ok, %ExSaml.Metadata.ValidationResult{errors: [], warnings: []}}
Options
	:ignore — list of violation codes to silence. Matching violations
are removed from both errors and warnings before the result is
returned.

Return semantics
	{:ok, %ValidationResult{errors: [], warnings: _}} when no
error-level violation remains after :ignore is applied.
	{:error, %ValidationResult{errors: errors, warnings: _}} otherwise.

See ExSaml.Metadata.ValidationResult for the shape of the returned struct.
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        option()
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        validate(xml)

      


    


    
      
        validate(xml, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      option()



        
          
        

    

  


  

      

          @type option() :: {:ignore, [atom()]}


      



  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: [option()]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      validate(xml)



        
          
        

    

  


  

      

          @spec validate(binary()) ::
  {:ok, ExSaml.Metadata.ValidationResult.t()}
  | {:error, ExSaml.Metadata.ValidationResult.t()}


      



  



  
    
      
    
    
      validate(xml, opts)



        
          
        

    

  


  

      

          @spec validate(binary(), opts()) ::
  {:ok, ExSaml.Metadata.ValidationResult.t()}
  | {:error, ExSaml.Metadata.ValidationResult.t()}


      



  


        

      


  

    
ExSaml.Metadata.ValidationResult 
    



      
Result of a call to ExSaml.Metadata.validate/1 or ExSaml.Metadata.validate/2.
The struct holds two lists of findings: errors (severity :error) and
warnings (severity :warning). See violation/0 for the shape of an
individual entry.
Convention used by ExSaml.Metadata.validate/2:
	{:ok, %__MODULE__{errors: [], warnings: warnings}} when no error-level
violation is found (warnings may still be present).
	{:error, %__MODULE__{errors: errors, warnings: warnings}} when at
least one error-level violation is found.
	Any code listed in :ignore is removed from both lists.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        violation()

      


        A single validation finding.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Metadata.ValidationResult{
  errors: [violation()],
  warnings: [violation()]
}


      



  



  
    
      
    
    
      violation()



        
          
        

    

  


  

      

          @type violation() :: %{
  code: atom(),
  severity: :error | :warning,
  message: String.t(),
  path: String.t() | nil,
  spec_reference: String.t() | nil
}


      


A single validation finding.
	:code — stable atom identifier for the rule (e.g. :invalid_acs_binding).
	:severity — :error for spec violations (and some always-error defaults),
:warning for best-practice findings that are not hard failures by default.
	:message — human-readable description of the violation.
	:path — XPath-like pointer to the offending node, or nil for
document-level violations (e.g. :invalid_xml, :invalid_root_element)
that have no meaningful location.
	:spec_reference — free-form reference to the SAML / OASIS section that
justifies the rule, or nil when none applies.


  


        

      


  

    
ExSaml.Provider 
    



      
SAML 2.0 Service Provider.
GenServer that initializes the SP configuration and loads the IdP metadata XML.
Add it to your application's supervision tree:
children = [
  ExSaml.Provider
]
See the README for full configuration options.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        refresh_providers()

      


        Refresh the provider configuration, allowing runtime-configuration to be applied after
application start.
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      refresh_providers()



        
          
        

    

  


  

Refresh the provider configuration, allowing runtime-configuration to be applied after
application start.

  


        

      


  

    
ExSaml.ProvidersLoader 
    



      
Module to configure SAMLY using SP and IDP present in DB

      


      
        Summary
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ExSaml.RelayStateCache 
    



      
TTL-based relay state cache with anti-replay protection.
Stores relay state data during the SAML authentication flow. Uses the cache module
configured via config :ex_saml, cache: MyApp.Cache.
The take/1 function atomically retrieves and deletes the relay state,
preventing replay attacks.

      


      
        Summary


  
    Functions
  


    
      
        delete(key)

      


        Deletes the relay state for the given key.



    


    
      
        get(key)

      


        Retrieves the relay state data for the given key.



    


    
      
        put(key, assertion, list)

      


        Stores relay state data with a TTL.



    


    
      
        take(key)

      


        Atomically retrieves and deletes the relay state (anti-replay).



    


    
      
        ttl(key)

      


        Returns the remaining TTL for the given relay state key.
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      delete(key)



        
          
        

    

  


  

Deletes the relay state for the given key.

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

Retrieves the relay state data for the given key.

  



  
    
      
    
    
      put(key, assertion, list)



        
          
        

    

  


  

Stores relay state data with a TTL.

  



  
    
      
    
    
      take(key)



        
          
        

    

  


  

Atomically retrieves and deletes the relay state (anti-replay).

  



  
    
      
    
    
      ttl(key)



        
          
        

    

  


  

Returns the remaining TTL for the given relay state key.

  


        

      


  

    
ExSaml.Router 
    



      
Main SAML router. Forward this in your Phoenix router:
forward "/sso", ExSaml.Router
Routes:
	/auth/signin/*idp_id - Initiate sign-in (POST)
	/auth/signout/*idp_id - Initiate sign-out (POST)
	/csp-report - CSP violation report endpoint


      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.
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Callback implementation for Plug.init/1.

  


        

      


  

    
ExSaml.SPHandler 
    



      
Handles Service Provider SAML responses: metadata generation, assertion consumption,
and logout handling.
Functions
	send_metadata/1 - Returns SP metadata XML for the given IdP
	consume_signin_response/2 - Processes the IdP sign-in response and returns the assertion
	handle_logout_response/1 - Processes the IdP logout response
	handle_logout_request/1 - Processes an IdP-initiated logout request


      


      
        Summary


  
    Functions
  


    
      
        consume_signin_response(conn)

      


        Processes the IdP sign-in response and extracts the SAML assertion.



    


    
      
        consume_signin_response(conn, idp_data)

      


    


    
      
        handle_logout_request(conn)

      


        Handles an IdP-initiated logout request.



    


    
      
        handle_logout_response(conn)

      


        Processes the IdP logout response and redirects to the target URL.



    


    
      
        send_metadata(conn)

      


        Returns the SP metadata XML for the IdP in conn.private[:ex_saml_idp].



    


    
      
        target_url()

      


        Returns the fallback target URL from application config (defaults to "/").



    


    
      
        target_url(conn, relay_state)

      


        Returns the target URL from session or relay state cache, falling back
to target_url/0 (Application.get_env(:ex_saml, :fallback_target_url, "/"))
when neither is set. Never returns nil — callers can safely pass the
result to Plug.Conn.put_resp_header/3.
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      consume_signin_response(conn)



        
          
        

    

  


  

Processes the IdP sign-in response and extracts the SAML assertion.
On success returns
{:ok, %{flow: flow, assertion: assertion, nonce: nonce, user_token: token, redirect_uri: uri}}
where:
	flow is :idp_initiated or :sp_initiated and reflects which SAML flow
produced the response (deduced from the assertion's SubjectConfirmationData
InResponseTo — empty means IdP-initiated).
	nonce is the AuthnRequest-bound SAML nonce for SP-initiated flows, and
nil for IdP-initiated flows (no AuthnRequest exists in that case, so no
nonce is generated; downstream consumers must accept nil for the
IdP-initiated case).

On failure returns {:error, reason}. Possible reasons include
:idp_initiated_not_allowed, :invalid_target_url, :invalid_relay_state,
:invalid_idp_id, and :access_denied.
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      handle_logout_request(conn)



        
          
        

    

  


  

Handles an IdP-initiated logout request.
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Processes the IdP logout response and redirects to the target URL.
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Returns the SP metadata XML for the IdP in conn.private[:ex_saml_idp].
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Returns the fallback target URL from application config (defaults to "/").

  



  
    
      
    
    
      target_url(conn, relay_state)



        
          
        

    

  


  

Returns the target URL from session or relay state cache, falling back
to target_url/0 (Application.get_env(:ex_saml, :fallback_target_url, "/"))
when neither is set. Never returns nil — callers can safely pass the
result to Plug.Conn.put_resp_header/3.

  


        

      


  

    
ExSaml.SecurityPlug 
    



      
Plug that sets security headers on SAML responses.
Applied automatically by ExSaml.Router. Sets the following headers:
	content-security-policy - with a per-request nonce (available via conn.private[:ex_saml_nonce])
	cache-control / pragma - no caching
	x-frame-options - SAMEORIGIN
	x-xss-protection - enabled with block mode
	x-content-type-options - nosniff
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          @spec call(Plug.Conn.t(), Plug.opts()) :: Plug.Conn.t()


      



  


        

      


  

    
ExSaml.State 
    



      
Interface for SAML assertion storage.
Delegates to the configured store provider (ExSaml.State.ETS, ExSaml.State.Session,
or ExSaml.State.Cache). Configure the store in your config.exs:
config :ex_saml, ExSaml.State,
  store: ExSaml.State.ETS
To implement a custom store, see ExSaml.State.Store.

      


      
        Summary


  
    Functions
  


    
      
        delete_assertion(conn, assertion_key)

      


        Removes the SAML assertion for the given key from the store.



    


    
      
        gen_id()

      


        Generates a cryptographically random URL-safe identifier.



    


    
      
        get_assertion(conn, assertion_key)

      


        Retrieves the SAML assertion for the given key from the store.



    


    
      
        init(store_provider)

      


        Initializes the state store with default options.



    


    
      
        init(store_provider, opts)

      


        Initializes the state store with the given options.



    


    
      
        put_assertion(conn, assertion_key, assertion)

      


        Stores a SAML assertion with the given key.



    





      


      
        Functions


        


  
    
      
    
    
      delete_assertion(conn, assertion_key)



        
          
        

    

  


  

Removes the SAML assertion for the given key from the store.

  



  
    
      
    
    
      gen_id()



        
          
        

    

  


  

Generates a cryptographically random URL-safe identifier.

  



  
    
      
    
    
      get_assertion(conn, assertion_key)



        
          
        

    

  


  

Retrieves the SAML assertion for the given key from the store.

  



  
    
      
    
    
      init(store_provider)



        
          
        

    

  


  

Initializes the state store with default options.

  



  
    
      
    
    
      init(store_provider, opts)



        
          
        

    

  


  

Initializes the state store with the given options.

  



  
    
      
    
    
      put_assertion(conn, assertion_key, assertion)



        
          
        

    

  


  

Stores a SAML assertion with the given key.

  


        

      


  

    
ExSaml.State.Cache 
    



      
Stores SAML assertions using a Nebulex cache backend.
Suitable for distributed environments. Assertions have a default TTL of 5 minutes.
Configuration
config :ex_saml, ExSaml.State,
  store: ExSaml.State.Cache

config :ex_saml, cache: MyApp.Cache

      


      
        Summary


  
    Functions
  


    
      
        list_assertions()

      


        Lists all cached assertions as {key, value} tuples.



    


    
      
        ttl_assertion(key)

      


        Returns the remaining TTL for the given assertion key.



    





      


      
        Functions


        


  
    
      
    
    
      list_assertions()



        
          
        

    

  


  

Lists all cached assertions as {key, value} tuples.

  



  
    
      
    
    
      ttl_assertion(key)



        
          
        

    

  


  

Returns the remaining TTL for the given assertion key.

  


        

      


  

    
ExSaml.State.ETS 
    



      
Stores SAML assertion in ETS.
This provider creates an ETS table (during initialization) to keep the
authenticated SAML assertions from IdP. The ETS table name in the
configuration is optional.
Options
	  :table - ETS table name (optional)       Value must be an atom


Do not rely on how the state is stored in the ETS table.
Configuration Example
config :ex_saml, ExSaml.State,
  opts: [table: :my_ets_table]
This can be used as an example when creating custom stores based on
redis, memcached, database etc.

      




  

    
ExSaml.State.Session 
    



      
Stores SAML assertion in Plug session.
This provider uses Plug session to save the authenticated SAML
assertions from IdP. The session key name in the configuration is optional.
Options
	  :key - Session key name used when saving the assertion (optional)     Value is either a binary or an atom


Configuration Example
config :ex_saml, ExSaml.State,
  store: ExSaml.State.Session,
  opts: [key: :my_assertion]

      




  

    
ExSaml.State.Store behaviour
    



      
Specification for ExSaml state stores.

      


      
        Summary


  
    Types
  


    
      
        assertion_key()

      


        The name_id should not be used independent of the idp_id. It is within the scope of idp_id.
Together these form the assertion key.



    


    
      
        idp_id()

      


        IdP identifier associated with the assertion.



    


    
      
        name_id()

      


        SAML nameid returned by IdP.



    


    
      
        opts()

      


        Options passed during the store initialization.



    





  
    Callbacks
  


    
      
        delete_assertion(t, assertion_key, opts)

      


        Removes the given SAML assertion from the store.



    


    
      
        get_assertion(t, assertion_key, opts)

      


        Returns a ExSaml assertion if present in the store.



    


    
      
        init(opts)

      


        Initializes the store.



    


    
      
        put_assertion(t, assertion_key, t, opts)

      


        Saves the given SAML assertion in the store.



    





      


      
        Types


        


  
    
      
    
    
      assertion_key()



        
          
        

    

  


  

      

          @type assertion_key() :: {idp_id(), name_id()}


      


The name_id should not be used independent of the idp_id. It is within the scope of idp_id.
Together these form the assertion key.

  



  
    
      
    
    
      idp_id()



        
          
        

    

  


  

      

          @type idp_id() :: binary()


      


IdP identifier associated with the assertion.

  



  
    
      
    
    
      name_id()



        
          
        

    

  


  

      

          @type name_id() :: binary()


      


SAML nameid returned by IdP.

  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: Plug.opts()


      


Options passed during the store initialization.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete_assertion(t, assertion_key, opts)



        
          
        

    

  


  

      

          @callback delete_assertion(Plug.Conn.t(), assertion_key(), opts()) ::
  Plug.Conn.t() | no_return()


      


Removes the given SAML assertion from the store.
May raise an error if there is a failure. An authenticated session must be terminated
after calling this.

  



  
    
      
    
    
      get_assertion(t, assertion_key, opts)



        
          
        

    

  


  

      

          @callback get_assertion(Plug.Conn.t(), assertion_key(), opts()) ::
  ExSaml.Assertion.t() | nil


      


Returns a ExSaml assertion if present in the store.
Returns nil if the assertion for the given key is not present in the store.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts()) :: opts() | no_return()


      


Initializes the store.
The options returned from this function will be given
to get_assertion/3, put_assertion/4 and delete_assertion/3.

  



  
    
      
    
    
      put_assertion(t, assertion_key, t, opts)



        
          
        

    

  


  

      

          @callback put_assertion(Plug.Conn.t(), assertion_key(), ExSaml.Assertion.t(), opts()) ::
  Plug.Conn.t() | no_return()


      


Saves the given SAML assertion in the store.
May raise an error if there is a failure. An authenticated session should not be
established in that case.

  


        

      


  

    
ExSaml.Subject 
    



      
The subject in a SAML 2.0 Assertion.
This is part of the ExSaml.Assertion struct. The name field in this struct should not
be used in any UI directly. It might be a temporary randomly generated
ID from IdP. ExSaml internally uses this to deal with IdP initiated logout requests.
If an authentication request was sent from ExSaml (SP initiated), the SAML response
is expected to include the original request ID. This ID is made available in
ExSaml.Subject.in_response_to.
If the authentication request originated from the IDP (IDP initiated), there won't
be a ExSaml request ID associated with it. The ExSaml.Subject.in_response_to
will be an empty string in that case.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %ExSaml.Subject{
  confirmation_method: atom(),
  in_response_to: String.t(),
  name: String.t(),
  name_format: :undefined | String.t(),
  name_qualifier: :undefined | String.t(),
  notonorafter: String.t(),
  sp_name_qualifier: :undefined | String.t()
}
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